www.bytescout.com

PDF password and security in C# using ByteScout
Cloud API Server

ByteScout Cloud API Server is the ready to deploy Web API Server that can be
deployed in less than thirty minutes into your own in-house Windows server (no
Internet connnection is required to process data!) or into private cloud server. Can
store data on in-house local server based storage or in Amazon AWS S3 bucket.
Processing data solely on the server using built-in ByteScout powered engine, no
cloud services are used to process your data!.

FOR MORE INFORMATION AND FREE TRIAL:

Download Free Trial SDK (on-premise version)

Read more about ByteScout Cloud API Server

Explore API Documentation

Get Free Training for ByteScout Cloud API Server

Get Free API key for Web API

visit www.ByvteScout.com

Source Code Files:

ByteScoutWebApiExample.csproj
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="12.0" ="Build" ="http://schemas.microsoft.co
="$(MSBuildExtensionsPath)\$(MSBuildToolsVersion)\Microsoft.Common.pr
>
=" '$(Configuration)' == '' ">Debug</ >
=" '$(Platform)' == '"' ">AnyCPU</ >
>{1E1C2C34-017E-4605-AE2B-55EA3313BE51}</
>Exe</ >
>Properties</ >
>ByteScoutWebApiExample</
>ByteScoutWebApiExample</
>v4.,0</
>512</ >
>
=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' ">
>AnyCPU</ >
>true</ >
>full</
>false</
>bin\Debug\</
>DEBUG; TRACE</
>prompt</
>4</ >
>
=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' ">
>AnyCPU</ >
>pdbonly</ >
>true</ >
>bin\Release\</
>TRACE</
>prompt</
>4</
>

="Newtonsoft.Json, Version=10.0.0.0, Culture=neutral, PublicKeyT
>packages\Newtonsoft.Json.10.0.3\lib\net40\Newtonsoft.Json.dll</
>True</ >
>

="System" />

="System.Core" />

="System.Xml.Linq" />

="System.Data" />

="System.Xml" />

="Program.cs" />
="Properties\AssemblyInfo.cs" />

="packages.config" />
="sample.pdf">
>Always</

="$(MSBuildToolsPath)\Microsoft.CSharp.targets" />




ByteScoutWebApiExample.sin

Microsoft Visual Studio Solution File, Format Version 12.00

VisualStudioVersion = 12.0.40629.0
MinimumVisualStudioVersion = 10.0.40219.1
Project("{FAEQ4ECO-301F-11D3-BF4B-00C04F79EFBC}") = "ByteScoutWebApiExample", "ByteSco
EndProject
Global
GlobalSection(SolutionConfigurationPlatforms) = preSolution
Debug|Any CPU = Debug|Any CPU
Release|Any CPU = Release|Any CPU
EndGlobalSection
GlobalSection(ProjectConfigurationPlatforms) = postSolution
{1E1C2C34-017E-4605-AE2B-55EA3313BE51}.Debug|Any CPU.ActiveCfg =
{1E1C2C34-017E-4605-AE2B-55EA3313BE51}.Debug|Any CPU.Build.0 =
{1E1C2C34-017E-4605-AE2B-55EA3313BE51} .Release|Any CPU.ActiveCfg =
{1E1C2C34-017E-4605-AE2B-55EA3313BE51} .Release|Any CPU.Build.0 =
EndGlobalSection
GlobalSection(SolutionProperties) = preSolution
HideSolutionNode = FALSE
EndGlobalSection
EndGlobal

Program.cs

System;

System.CodeDom;
System.Collections.Generic;
System.I0;

System.Net;
Newtonsoft.Json;
Newtonsoft.Json.Ling;




ByteScoutWebApiExample

Program

String APIiKEY = “***********************************“;

SourceFile = @".\sample.pdf";

DestinationFile = @".\protected.pdf";

OwnerPassword = "123456";
UserPassword = "654321";

EncryptionAlgorithm = "AES 128bit";

AllowAccessibilitySupport = true;

AllowAssemblyDocument = true;

AllowPrintDocument = true;

AllowFillForms = true;

AllowModifyDocument = true;

AllowContentExtraction true;

AllowModifyAnnotations true;

PrintQuality = "HighResolution";

Main( [1 args)

WebClient webClient = WebClient();

webClient.Headers.Add("x-api-key", API KEY);




uploadedFileUrl = UploadFile(SourceFile);

Dictionary< , > parameters = Dictionary<
parameters.Add("name", Path.GetFileName(DestinationFile));
parameters.Add("url", uploadedFileUrl);

parameters.Add("ownerPassword", OwnerPassword);
parameters.Add("userPassword", UserPassword);
parameters.Add("encryptionAlgorithm", EncryptionAlgorithm);
parameters.Add("allowAccessibilitySupport", AllowAccessibilitySupport.ToSt
parameters.Add("allowAssemblyDocument", AllowAssemblyDocument.ToString());
parameters.Add("allowPrintDocument"”, AllowPrintDocument.ToString());
parameters.Add("allowFillForms", AllowFillForms.ToString());
parameters.Add("allowModifyDocument", AllowModifyDocument.ToString());
parameters.Add("allowContentExtraction", AllowContentExtraction.ToString()
parameters.Add("allowModifyAnnotations", AllowModifyAnnotations.ToString()
parameters.Add("printQuality", PrintQuality);

jsonPayload = JsonConvert.SerializeObject(parameters);

url = "https://localhost/pdf/security/add";

response = webClient.UploadString(url, jsonPayload);

JObject json = JObject.Parse(response);

(json["error"].ToObject< >() == false)

resultFileUrl = json["url"].ToString();

webClient.DownloadFile(resultFileUrl, DestinationFile);

Console.WriteLine("Generated PDF file saved as \"{0}\" file.", Des

Console.WriteLine(json["message"].ToString());

}
(WebException e)

{

Console.WritelLine(e.ToString());

}

webClient.Dispose();




Console.WritelLine(
Console.WritelLine(
Console.ReadKey() ;

);

"Press any key...");

UploadFile( file)

WebClient webClient = WebClient();

webClient.Headers.Add("x-api-key", API KEY);

query = Uri.EscapeUriString( .Format (
"https://localhost/file/upload/get-presigned-url?contenttype=appli
Path.GetFileName(file)));

response = webClient.DownloadString(query);

JObject json = JObject.Parse(response);

(json["error"].ToObject< >() == false)

uploadUrl = json["presignedUrl"].ToString();

uploadedFileUrl = json["url"].ToString();

webClient.UploadFile(uploadUrl, "PUT", file);

Console.WriteLine(json["message"].ToString());

(Exception e)

Console.WritelLine(e);

’




webClient.Dispose();

null;

packages.config

="Newtonsoft.Json" ="10.0.3" ="net40" />

VIDEO

https://www.youtube.com/watch?v=NEwNs2b9YNS8

ON-PREMISE OFFLINE SDK

60 Day Free Trial or Visit ByteScout Cloud API Server Home Page
Explore ByteScout Cloud API Server Documentation

Explore Samples

Sign Up for ByteScout Cloud API Server Online Training

ON-DEMAND REST WEB API
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Get Your API Key

Explore Web API Docs
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visit www.ByteScout.com
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